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Backaround

Subsedion 1174b) of the Fair and Accurate Credit Transadions Act of 2008 (FACTA)
requires the Federal Trade Commisgonto determine what constitutes appropriate proof
of identity for the purposes of sedions 605A, 6B, and 609a)(1) of the Fair Credit
Reporting Act (FCRA), as amended by FACTA. These purposes refer to, respedively, a
request by a wnsumer, or an individual ading on behalf of, or as a personal
representative of a cnsumer, for placing and removing fraud and adive duty alerts on
consumer credit fil es; arequest by a cnsumer for blocking frauduent information on
credit fil es resulting from identity theft; and a request by a cnsumer for Social Seaurity
number truncaion oncredit fil e disclosures.

In light of these new requirements, the Commisson see&ks comments on what shoud
constitute gpropriate proof of identity for these purposes. In each of these instances, an
individual consumer would provide this proof of identity to a cnsumer credit reporting
agency. The ansumer reporting agency then authenticates the mnsumer’s claimed
identity onthe basis of thisinformation. After the consumer is authenticated, the aedit
reporting agency performs the requested adivities.

Sedion 605A(h)(1)(B)(i) of the FCRA aso restricts the abili ty of users of consumer
credit reports onwhich an “initial” fraud alert has been placed to grant credit or open new
acouns unless”the user utili zes reasonable palicies and procedures to form areasonable
belief that the user knows the identity of the person making the request.” If a cwnsumer
provides a telephane number as part of the fraud alert, the user isrequired to contad the
consumer at that number to verify the goplication (seaion 609 (h)(1)(B)(ii)). If,
however, the fraud aert is an “extended” alert, meaning that the period d the dert is
longer and that the cnsumer can demonstrate that he/she has been avictim of identity
theft by means of an identity theft report, then the user of the credit report is adually
required to contad the cnsumer to verify that the goplicaionislegitimate (sedion
605A(h)(2)(B)).

Although this request for puldic comments does nat spedficdly seek comments on
potential policies and procedures that could form areasonable belief that the user of a
credit report knows the identity of a person seeking to establi sh a new credit acourt,
Sedion 61%e) of the FCRA requires the Commisgon, along with appropriate federal
banking regulatory agencies, to establi sh guideli nes pertaining to identity theft, and
palicies and pocedure for implementing those guidelines. These comments will address
thisisaue aswell.



The Problem With Asking Consumers To Provide | dentifying I nfor mation

In al these instances, thereisa coommon theme: a aedit reporting agency, or the user of a
credit report, must authenticate the identity of an individual consumer prior to carrying
out the wishes of that consumer. These wishes range from placing and removing fraud
aerts, to adually opening new credit acouns. Sincethe very purpose of afraud alert is
to ensure that an imposter canna open anew acount or otherwise secure credit in
someone dse’ s name, it would seem that the authentication procedure required to
adually grant credit or open anew accourt shoud be & least as “strong” as that for
pladng or removing afraud alert.

The Commisson propases that the authentication method wsed by credit reporting
agencies for plaang and removing fraud aerts be based on*“reasonable requirementsto
identify consumers in accordance with the risk of harm that might arise from a
misidentificaion.” The examples provided by the Commissoninclude requesting that
the consumer provide asufficient set of information about the mwnsumer, such as name,
address Social Seaurity number, date of birth, etc., so that this information may be
matched with information in the mnsumer’ s credit report.  The problem with this
“knowledge-based” approach isthat it' snot difficult for an identity thief to acquire
thisinformation about hisvictim. Reaognizing this, the Commission further al ows
that consumers may, at the discretion d the cnsumer reporting agency, also be asked to
provide physicd documentation such as utili ty bills, government-issued identificaion
documents, etc. The problem hereisthat providing such documentation would seem
to require an in-person appearanceby the mnsumer at the credit reporting agency,
which would be aumber some and inconvenient. Such documentation can also be
easily faked by identity thieves.

The authenticaion problem faced by a credit reporting agency that places or removes
fraud alerts on kehalf of a cnsumer is smilar to the authenticaion problem faced by
credit grantors that must verify the identity of an applicant for a new credit acount that is
applied for remotely; i.e., online or over the phane. In bah cases, the aedit reporting
agency, aswell asthe aedit grantor, will have limited meansto perform identity
authenticaiion. Most of the time, the best they can doisto perform some type of
knowledge-based authenticaion by asking the cnsumer personal questions whaose
answers can be verified against information contained in various pullic and private
databases.

However, the assumption that a person’sidentity can be authenticated onthe basis of
knowledge of afew items of personal informationisfaulty, because it rests onthe
erroneous assumption that this information can be kept seaet and ot of the hands of
impaosters. It iswidely acknowledged that sensitive personal information abou an
individual can be acquired withou much dfficulty by fraudsters. Therefore, the
Commisgon’srulesfor “proaf of identity” need to rely on methods that are stronger
than simple knowledge of personal infor mation.



Potential Solutionsto the Authentication Problem

What might such methods entail? Consider that even though a aedit grantor, or a
consumer credit reporting agency, may not have a previous relationship with a particular
consumer, it is highly likely that the mnsumer does have other relationships which may
be leveraged in arder to authenticae that consumer’sidentity. In particular, most people
have some type of bank account, especialy those who have credit fil es and may become
the victim of identity fraud. When a person opens a bank accourt, the bank (in theory) is
suppased to take steps to verify the identity of that person. In many instances, this may
consist solely of asking the patential customer to provide agovernment-issued phdo ID,
which of course can befaked. In ather instances, the potential banking customer may be
asked to provide some other physicd documentation, perhapsin combinationwith the
use of knowledge-based authentication. Thiswould be dore in-person at the bank. The
methods and criteria by which banks verify the identiti es of new customersis a separate
and important issue, bu hereit will be assumed that the bank has taken adequate steps to
verify these identiti es.

Onceabank verifies aperson’sidentity and goens an accourt for that person, a trusted
relationship then exists between the bank and the consumer (whois now a aistomer of
the bank). Thistrusted relationship could paentialy be leveraged if the bank will agree
to assert the consumer’ s identity in resporse to arequest by ancther organization, such as
a aedit reporting agency or a aedit grantor.  Such resporses would consist of an
asrtion to the requester that would confirm or deny the identity claimed by someone
seeking to placeor remove afraud aert, etc., or to open anew credit account, based upon
criteriathat would be establi shed by the financial services industry, the Commisgon, and
relevant banking regul atory agencies.

What the Commisson Should Do

It isproposed that the Commisgon, in conjunction with other relevant banking
regulatory agencies, undertake to further study and investigate the feasibili ty of
banksacting as “trusted authenticators’ whereby they would respond to requests
for an identity authentication from entities such as credit reporting agencies or
credit grantors.

Asthe FCRA requires, afraud alert may be placed by consumers ontheir credit filesto
guard against identity theft. The very concept of afraud alert adknowledges that a
powerful method d confirming the identity of thase seeking to establi sh a new credit
acourn isto contad the “true owner” of a daimed identity to verify that this personis
indeed seeking to open the accourt. Yet this method d identity theft prevention,asa
long term measure, is reserved by the FCRA only for those who can demonstrate that
they have been victims of identity theft, by submisson d an identity theft report.

Aspart of the proposed studiesthat the Commisson and relevant banking
regulatory agencies ould undertake, the feasibility of allowing any consumer to



request that they be diredly contacted via aphone all, seaure e-mail, or other
method, before credit isgranted or extended in their name, should be studied.

The propased studies should focus on at least two approadhes by which banks could
authenticate the identiti es of their customers, in resporse to arequest from a credit
reporting agency, or a aedit grantor. These two approades are:

* Thebank contacts its customer by seaure email, telephore, or some other
method, for identity verification.

* The bank authenticates its customer using an authenticaion methodthat the bank
has already establi shed with the person whose identity is claimed. The
authenticaion methodwould likely be the same as the bank uses to authenticate
its customer for accessto onli ne banking services, or telephore banking services.

Robert Pinheiro
Seaurity Consultant

bp@bobpnheiro.com



